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Introduction

Wireless networks have gained more importance over the past few years. Wireless
networks have found their applications in inventory management and price marketing in
retail stores over a decade ago in the 1990s when the cost of radio cards were expensive.

Now a days when the cost of radio cards have reduced drastically from $1500 to $50,
the companies now are reaping benefits of investment and cost savings for collecting

data and in logistics applications[1]. Companies and enterprises are also using wireless
networks for easy collaboration with other colleagues through emails and voice over

calls across the globe for low costs. Wireless networks with location based technology
helps companies to advertize their product depending on the physical location of the
user. For example, if a user is sitting in an airport would see the advertisement of the
nearest coffee shop on his/her wireless device, using the location based technology of
wireless networks. Not only commercial, wireless networks have found a place in the

home and residential areas too [1]. The installation and use of wireless is easy as
compared to running cables through the walls and the mobility provided by wireless
network has become an instant hit in homes [1]. The boon of using wireless network
also comes with a few concerns in the form of security issues. Wireless network are

susceptible to various attacks because they use air as a common medium to transmit and
receive data. The most commonly studied attacks on wireless networks are jamming

attacks, denial of service attacks, Sybil attack etc. Security issues have been studied and
different solution approaches to cope with the different attacks are provided

[2, 3, 4, 5, 6, 7]. Wireless networks and their issues are a major research area in the field
of electrical engineering (EE) and most of the papers published are from an electrical
engineering point of view. The security issues of wireless networks can be thought of
and modeled as a resource allocation problem [8, 9]. Resource allocation problems
[10, 11] have a been solved using methods and concept of operations research. The

classic traveling salesman problem [12] is one of the oldest resource allocations
problem solved using operations research. So, although security in wireless networks is
not a classical problem from a operations research prospective, there are a few papers

from an operations research view point [8, 13]. Surveys [14, 15, 16, 17] found in
literature are more centered towards the EE community and make it difficult for the
non-EE to getter a better understanding of the topic. The main aim of this paper is to
introduce the topic of network security in wireless networks with more emphasis on
jamming attacks to the non-electrical engineering community. We start by discussing

the different types of wireless networks studied extensively in literature. We also
highlight the main issues and defense mechanism in wireless networks. Also some of

the important definitions to better understand wireless networks and the security issues



in them are discussed. And finally a few modeling examples are also provided. We
believe that the examples provided along with the definitions will give a good start for

the operations research community to see and better understand potential research areas
in wireless network security.

The rest of the paper is organized as follows; in Section 2 we introduce wireless
networks and different types of wireless networks are discussed in Section 2.1. In
Section 3 we provide different modeling constructs, and define some performance

metrics. Section 4 provides some modeling examples from literature for better
understanding wireless network security problems from an operations research view.

We conclude this paper in Section 5.

1. About wireless networks

Ethernet cables or wires that connect computer in the same network and the internet are
most commonly used method for communication in local areas like schools, offices etc.

The data requested by the user is sent through these cables. Although, local area
networks (LAN) are useful for fast communication of data in a small area, it restricts

mobility of the user. To overcome the limitations of movement wireless means of
transmitting data using air as the medium is becoming more and more popular these
days. Wireless method of sending data finds its applications not only in offices and

schools but also used by medical practitioners and military among the other
applications. The data received or transmitted goes thorough the following abstract

layers and each layer has a particular function as described:

1. Physical Layer: Describes the characteristics of the physical connection between de-
vices on the network. The physical connection between devices can be cables, fibers,
wires, and air in the case of wireless network. The transmission and reception of data
is managed by the physical layer. In case of wireless network the binary data between
computers in translated into electrical signals and use radio frequency to send and
receive data, and all this is done by this layer. This layer suffers from radio jamming
attacks.

2. Data Link Layer: Responsible for communication between the network layer and the
physical layer. Also, segments the packets sent by the higher layer to frames that
can be sent by the physical layer below. This layer also provides error checking and
formatting of the frames of data being sent. The MAC (Medium Access Control)
layer is a part of the data link layer and is responsible for moving data packets to and
from one node to another across a shared channel. A channel in a wireless network
is a frequency at which the nodes send their data. The MAC sublayer uses MAC
protocols to ensure that signals sent from different stations across the same channel
don’t collide. This layer is susceptible to much more sophisticated jamming energy
efficient jamming than the physical layer jamming attacks.

3. Network Layer: Responsible to figuring out the network topology and assigning ad-
dress and in concerned with the routing of the data. It acts as a link between the
transportation layer above and thee data link layer below.

4. Transport Layer: Recovers any lost data and also responsible for retransmission of
data. Provides data encryption and reliable data transfer capabilities.



5. Application Layer: This layer is responsible for defining the specifications of the data
requested by the both the end user and the node in a network.

1.1. Types of wireless networks and applications

1.1.1. WLAN

The most widely used wireless network is the wireless local area network (WLAN),
more commonly known as Wi-Fi. WLAN is available these days at home, schools,

offices, coffee shops, etc., which allows for easy access to the Internet whenever needed
as long as it is possible to connect to the Wi-Fi signal. The computers connect to an

access point (AP) through wireless means, which connects to the Internet and allows the
users to move freely within the rage of the Wi-Fi signal. Figure 1 gives a example of a

WLAN with one AP and four computers which communicate with the AP using a
wireless medium.

Figure 1. Wireless LAN .

1.1.2. WSN

Wireless Sensor Network (WSN) is a collection of a large number of individual
autonomous nodes that share information among themselves. In WSN the data collected
is not directly sent to the user, rather the result of all the data is sent i.e., only the goal of

the sensor network is sent to the user and the intermediate data is not sent [18]. WSN
consists of a gateway (base station) that connects the sensor nodes to other sensor
networks or to the end user see 2. The data at the sensor nodes is compressed and

transmitted to the base station from where the results are presented to the end user [19].
The data packets are sometimes sent to the destination via many intermediate nodes.
This transmission by hopping from one node to another is called multihop. Figure2

shows a WSN with sensors in a sensing area for some information which are
transmitted between the sensors and final result of all the data is sent to the base station

which forwards the data to the end user.
Applications [14]:

• Security: The WSNs are used in security applications such as surveillance in sensitive
areas to detect any threats (biological or chemical attacks) and false alarms.

• Environment and habitat monitoring: WSNs also help in getting information about
the areas where it is difficult to setup infrastructure to monitor and environment and
habitats.



• Medical monitoring: Doctors and medical practitioners can monitor the health of the
patients with the use of proper WSNs.

• Object tracking: WSN can be used to track moving objects if suitable sensors are used.
• Assistive environments: Individuals with disabilities can be more independent and im-

prove functional capabilities with the use of WSN. WSNs can enable cost effective
self care and a better quality of life.

Figure 2. Wireless Sensor Network .

1.1.3. Ad hoc

The network is called ad hoc because it does not need any pre existing infrastructure,
like cables or access points. Here, each node (e.g. laptop, cellphones) participates in the

routing of data independently by forwarding data from one to another without any
centralized management equipment like access point. The nodes in the ad hoc network

dynamically decide which node to send the data next depending on the network
connectivity. Figure 3 shows a basic setup of an ad hoc network between laptops and

phones, which communicate among themselves without an AP.
Applications [20, 21] :

• Military units (e.g.; soldiers, tanks) and ships can communicate even in the absence of
well defined wireless infrastructure by forming an ad hoc network.

• Ad hoc networks can also be used for emergency, law enforcement, and rescue mis-
sions.

• Ad hoc networks are also used in conferences/lectures/meetings and other commercial
areas where the load on the network can be very high (e.g., football games stadiums
to check scores of other games)

Figure 3. Wireless ad hoc network .



2. Modeling Constructs

In this section we discuss some of the modeling constructs like data collections and
performance metrics found in literature. When the word ’jammer’ is used we mean a

device that has the capacity to jam a network and when used by the adversary can
damage a legitimate network.

2.1. Data

Collecting data on security issues in wireless network is not an easy task for modeling a
problem. It is difficult to get real world data about jamming strategy, defense strategy,
and the location information of both the jammers and the network. Moreover it is not

practical to test the attack and defense models in existing networks. Researchers
therefore, have sought to simulations and experiments [22, 23, 24, 25] to test the attacks
and provide defense strategies to those attacks. There are legal and ethical issues with
collecting and publishing for research in cyber security [26]. These issues make it easy

to create realistic data and run simulations or experiments to support the claim.

2.2. Objectives (performance metrics)

2.2.1. SINR

Signal to Interference plus Noise Ratio (SINR) is the ratio of the power of the signal of
interest to the power of all other interfering signal including other nodes in the network
and jammer and the power of background noise in the channel. The power of a signal

(signal of interest, interference from other nodes, and signal from jammer) attenuates in
the air with distance. The rate at which electromagnetic waves attenuates in free space

is 1
d2

i j
,where di j is the distance from the transmitting node i to receiver node j where i, j

can be any node in the network or a jamming device. The power of node i experienced
at node j denoted by pi j is given by:

pi j =
λ

d(i, j)2 (1)

and λεR is a proportionality constant; without loss of generality, we can set λ = 1.
Now, the SINR in the channel at the receiver node D is:

SINR =
pT D

ID +νD
(2)

where pT D is the power of node T at node D and ID is the interference from concurrent
transmissions of other nodes in the network and the power from the jammer; all these

power follow the path loss property shown by Eq. (1). νD is the background noise in the
channel. Higher the SINR the better is the quality of the data being transferred and

vice-verse. The jammer tries to increase the interference power to decrease the SINR
and thereby achieve its goal of disrupting the network. There could also be some selfish
nodes in the network other than the jammer that try to decrease the SINR by increasing

their power of concurrent transmission.



2.2.2. Packet Send Ratio (PSR)

This metric was introduced by Xu et al. [27]. PSR is defined as ratio of the number of
packets that successfully sent by the legitimate transmission node T and the number of
nodes it actually intended to send. If the transmission node intended to send n packets
and the receiving node D receives only m (m≤ n) packets, then the PSR is given by 3.

PSR =
m
n
=

Packets Sent
Packets Inteded to be sent

(3)

This loss in some packets is due to jamming interference. T senses the channel to be
busy before transmitting any data because of the presence of a jamming signal. This

busy channel leads to the filling up of the queue at T and no new packets are accepted
and eventually the packets already in queue are discarded. Different MAC protocols

have different ways of calling a channel busy. One way a channel is defined as busy is;
if the signal strength of the channel is more than a predetermined threshold level. PSR
also measures the efficiency of a transmitter that uses carrier sensing protocol to send

data. PSR is easily calculated just by keeping track of the number of packets intended to
send and the number of packet that have been successfully sent [15, 27].

2.2.3. Packet Delivery Ration (PDR)

Consider D receives n packets and from that only q packets pass the CRC (Cyclic
Redundancy Codes) check, then the PDR is given by 4

PDR =
q
n
=

Packets that pass the CRC check
Packets Recieved

(4)

So, the Packet Delivery Ratio (PDR) is the ratio of the number of packets received by
the receiver to the number of packets that pass the CRC check. CRC is an error

detecting technique used mainly in computer networks. This method finds the error
between the data that is received and the data that is supposed to be received. In the

presence of a jammer the data packets received will not pass the CRC, thereby reducing
the PDR. PSR which captures the effectiveness of jamming at the transmitter, PDR
measures the effectiveness at the receiver. It is also to be noted that if no packets are

received, i.e., n = 0 the PDR is defined to be zero [15, 27].

2.2.4. Connectivity Index

In wireless ad hoc networks the presence of a jammer can disrupt the routes between the
nodes in the network, thereby reducing the connectivity. “A graph is said to be
connected if there exists at least one path between any two nodes” Noubir [28].

Connectivity index was first introduced by Noubir [28] to study the effect of jamming
on the connectivity of ad hoc networks. Noubir [28] start by defining a non-jammed

link. Now, let us assume R be range of communication between the nodes in the
network, JS is the set of all the jammers, and JR is the range of jammers. A link

between nodes T and D is said to be non-jammed if and only if Noubir [28]

d(T,D)< R∧∀J ∈ JS : d(J,D)> JR (5)

where d(T,D) and d(J,D) represents the Euclidean distance between nodes T and D
and distance between jammer J and node D. Now let us define the connectivity index as



follows. Let G = (V,E) be the directed connectivity graph representing the multi-hop ad
hoc network after removing the jammed links. Let G

′
= (V,E

′
) be the transitive closure

of G. The connectivity index of G is defined to be:

Connectivity Index =
|E ′ |

|V |(|V |−1)
2

(6)

The definition of transitive closure |E ′ | contains the node pairs in the graph that have a
connection between them. So, the connectivity index is nothing but the ratio between
such pair of nodes that have a connection between them to the number of all possible
pairs of nodes in the network. We can see that a connected graph has a connectivity
index of 1, while a graph partitioned in two connected graphs of equal size, has a

connectivity index 0.5 [15].

2.2.5. Throughput

Throughput in business and manufacturing is defined as the rate at which the product or
inputs and outputs leaves a system or a production line. In computer networks

throughput is defined as the average rate of successful message delivery in a network
over a communication channel. The throughput of a communication channel is given by

the Shanon’s rate [29]:

C = Blog(1+SINR) (7)

where C is the channel capacity or maximum theoretical throughput measured in
bits/sec, B is the bandwidth of the channel in Hertz and SINR is give by Eq. 2. The

throughput of a channel is affected in the presence of a jammer or selfish node because
the SINR is reduced as discussed above.

2.2.6. Utilization

In queuing systems if the rate of arrival (λ ) of products/customers to a system follows a
Poisson process and the rate of departure (µ) follows an exponential distribution then

the utilization of the system is given by Little’s Law [30]:

ρ =
λ

µ
(8)

In wireless networks the throughput is measured as the ratio of the rate of arrival of
packets at a node to the service rate of the packets at that node. The presence of a
jammer reduces the utilization of the node and overall network by jamming the

channels and increasing the service rate.

2.3. Players and Strategies

The ease of movement and flexibility that wireless network (discussed above) although
very convenient, comes with a threat to the security of the data being sent. The wireless



networks because of their nature of sharing a common medium like air to transmit and
receive data makes them susceptible to attacks. The wired network on the other hand

although is less flexible, suffers less attacks. The use of air makes it easy for the attacker
to become part of the legitimate network and damage it by either compromising the

secure data or by just not allowing legitimate data from flowing in the network. Below
are discussed a few of the attacks common in wireless networks. We consider two

players attacker; one who tries to disrupt the network and defender who tries to defend
the network from the attacker.

2.3.1. Attack Strategies

Types of Attacks

• Sink Hole Attack: In sink hole attacks the adversary node would make a malicious
node attractive and lure the traffic in that area through this compromised node. The ad-
versary fakes the routing table values and makes the compromised nodes look attrac-
tive, they also try show higher quality link to reach the base station. With the neigh-
boring nodes send the data thought the compromised node improves the routing tables
baiting other nodes to use that malicious node to route data to the base station. This
routing of data from all the nodes in the area increases the “strength of influence” [31]
of the adversarial node. The adversary can either eavesdrop or even corrupt the data
or read any secret messages making this very dangerous in wireless networks [31].

• Sybil Attack: In this type of attack, a single node displays multiple identities to other
nodes in the network. This attack reduces the efficiency of the network by causing
problems with routing protocols. The authorized packets sent by a node that uses multi
path routing, or routes using disjoint nodes will be actually using a single attacker
node portraying itself as multiple users.

• Worm hole Attack: In worm hole attacks the attacker tunnels the data received from
one point in the network over a link with less delays and replays the data from another
point in the network. Worm holes attacks include two distant malicious nodes collud-
ing together to downplay the actual distant from each other and thereby attracting data
to be sent through them. The malicious nodes could be very far from the network and
be out of bound from a single hop, but they still pretend to be close to by using a single
long range directional link. An adversary could be multiple hops from the base station
but, they can completely convince the other nodes that they are just one or two hops
from the base station if they use the wormhole. Here the malicious could eavesdrop or
even form a sink hole [32, 31].

• Jamming Attack: The act of intentionally transmitting electromagnetic waves towards
a communication network to either disrupt or preclude signal transmission in wireless
networks is called jamming attack. In WSN and ad hoc networks jamming attacks in-
terfere with legitimate transmission by using the same radio frequency that the nodes
in the network use. The more powerful jammer can cause greater damage to the nor-
mal functionality of the network. In case of military and security applications where
WSN and ad hoc networks are extensively used jamming attack could mean losing
secure information to attackers or terrorists. This makes it important to use effective
countermeasures against such attacks. The nodes in WSN and ad hoc networks have
limited power, memory resources and low computational capacity, making them easy
targets for an attacker with mediocre intelligence. Moreover these networks some-



times even have to use insecure channels to transmit data, in the case of an event like
disaster where establishing a secure channel could be infeasible, allowing attackers to
get easy access to the data by jamming the link the data is being transferred on. Jam-
ming attacks are sometimes referred to as a special case of Denial of Service (DoS)
attack [14]. Denial of service attack denies legitimate users from sending data because
of the presence of an illegitimate user who transmits false data or radio frequency
through the network, giving an impression to the legitimate nodes that the network
is busy, and forcing them to stop sending any data until the network is free again. A
jamming device, tuned to the same frequency as the opponent’s receiving equipment
and with the same type of modulation, can, with enough power, override any signal
at the receiver. Wireless signal jamming devices are most often used to interfere with
wireless networks, a type of DoS attack. Advanced and more expensive jamming de-
vices are used to jam satellite communications. A wireless signal jamming device can
be used to temporarily stop transmission and short out or turn off the power during the
usage of units. Examples of such units are radios, televisions, microwaves, or any unit
that receives electrical signals for operation.

Types of jammers Here we discuss four basic types jammers that have been studied in
literature Xu et al. [27], Pelechrinis et al. [15], Mpitziopoulos et al. [14].

• Constant Jammer: The constant jammer continuously emits signals in the wireless
network. The signal emitted can be a simple electromagnetic wave or even bits of
data. The electromagnetic waves or bits of data transmitted by the jammer does not
follow any protocol or rule that the legitimate nodes in the network follow. This kind
of jammer reduces the PDR by corrupting the bits at the receiver node by interfering
with the transmission of a transmitter node. The other objective of the constant jammer
can be to reduce the PSR by keeping the channels busy and not allowing legitimate
nodes to transmit data [15].

• Deceptive Jammer: Deceptive jammers are very similar to constant jammer in the
sense both continuously transmit signals or data through the network, but, the dif-
ference is deceptive jammers unlike constant jammers they do not random bits. The
deceptive jammers inject packets into the network continuously without any gap be-
tween transmissions and since they are not random bits, the legitimate nodes in the
network believe these bits of data to be legitimate and hence cannot use the network
anymore [15].

• Random Jammer: The jammers discussed above which continuously transmit signals
or data and hence not very efficient with power management and have be connected
to an external power source reducing their capability of moving. The random jammers
on the other hand have sleep cycle and a jamming cycle both of which could follow
any distribution like the uniform distribution or could be entirely random. Let τs and
τ j be the sleep time and the jamming time. In the sleep phase the jammer conserves
energy and in the jamming phase can behave like any of the jammers discussed above
[15].

• Reactive Jammer: Another energy efficient jammer is the reactive jammer. Reactive
jammers unlike constant and deceptive jammers do not continuously jam the network;
rather they jam the channel when any transmission is made. These jammers constantly
listen to the channel and when they sense a packet transmission they immediately send
a radio signal that jams the channel. The amount of power need to sense the channel
is very less [15].



2.3.2. Defense strategies

The defense strategies most popular in literature for each type of attack strategies
discussed above.

Defense against Sybil Attack

• One-way key chains: In sensor networks defense against Sybil attacks is done by a
redundancy mechanism [33]. The set up server before assigns each sensor a unique
information. The server subsequently assigns each of the unique information a unique
id and binds the sensor with that unique id and unique information. The server creates
a certificate of binding, and downloads the certificate and the unique information to
the sensor node. To successfully receive/ transmit data the node should first show its
unique id and the unique information to the demand node. If this check is complete
then the data is transferred. This way no node can display multiple identities and hence
Sybil attack fails [33].

• Radio Resource Testing: In this approach to defend against Sybil attack, the node n
assigns each of its neighbors a different channel to broadcast some message on. The
node n then randomly chooses a channel to listen to, if the neighbor that was assigned
that channel is legitimate then the node n can hear the message. If the on other hand
if s of n′s neighbors are Sybil identities then probability of the channel chosen is
not transmitting any data, and hence detecting the Sybil attack is s

n . Conversely the
probability of not detecting a Sybil attack is n−s

n . And if this procedure is repeated r
times, the probability of not detecting a Sybil attack is ( n−s

n )r. The more the number
of rounds, the lower the probability of not detecting the attack [34].

Defense against Sink hole Attacks

• Trust Management System: Trust management and Dynamic Trust Management Sys-
tems (DTMS) have been used to protect both ad hoc and wireless networks receptively
from attacks. In trust management system the nodes in the ad hoc network broadcast
a vector of trust vector of length of N (number of nodes in the network) and a value
of +0.5. The trust vector is broadcasted to all nodes in the network at regular time
intervals. But, the value in vector changes depending on the experience of the other
nodes in the network. If a node drops packets then its trust value is reduced at a very
high rate. If a node transfers packets without much loss to the packets being it earns a
positive trust value, but in this case the rate of increase of trust value is very small. This
process is repeated and each node knows the trust value of other, so the nodes with a
bad trust value are ignored from the routing [35]. Roy et al. [36] provide a dynamic
trust management system to counter sink hole attacks in WSN. Unlike ad hoc network
where there is no central manager who controls the flow of data, in sensor networks
the trust vector is sent to the base station at regular intervals, where the decision of
which node to trust is made and then routing plan is decided.

Defense against Wormhole Attack

• Packet Leash: The packet leash method is has two different variants; 1) geographic
leash, 2) temporal leash. The geographic leash is location based and the temporal
leash is time based. In geographic leash the sender sends his location ps, and time of
sending ts along with the packet. At the receiver the node compares its location pr
and the time of receiving tr, both the clocks at transmitter and receiver are loosely



synchronized. Now, using the time and the location values and knowing the speed
of packets, the receiver can calculate the upper bound of the distance between the
transmitter and receiver. So, in the presence of a worm hole, the distance would seem
very far from the actual reported value by the transmitter and hence eliminating the
route [32]. In temporal leash the transmitter and the receiver clocks have to be tightly
synchronized. The transmitter node includes the time of sending in the packet and the
receiver on receiving the packet, notes the time. Now using the time values and the
speed of light, the receiver calculates the distance, to see if the packet has traveled a
longer distance than it should have. There is another variation of temporal leash, in
which the transmitter includes the time of sending and a expiration time in the packet
after which the receiver should not accept the packet. Both, these method provide a
good defense strategy against wormhole attacks [32].

Defense against Jamming Attack

• Transmission power: Transmitter can use low power to transmit data in the network
making it difficult for the jammer to detect the source of transmission to jam the
channel being used. But on the other hand it is better to have a stronger signal power
to combat jamming by increasing the SINR (Eq. 2). The nodes therefore should have
a control over the power used for transmission to evade jamming attacks [14].

• Frequency Hopping Spread Spectrum (FHSS): Spread Spectrum (SS) is a modula-
tion technique that spreads the transmitting data across the entire band even though
the entire band is not needed to send that data. The spreading of the data beyond the
needed limit in entire band makes the signal resistant to noise, interference and eaves-
dropping. FHSS is a spread spectrum technique where the transmitting radio rapidly
switches between frequency channels. The channel change is done by an algorithm
that is shared between both the transmitter and the receiver prior to exchanging data.
The jammer is kept in the dark about the channel switching algorithm and hence can-
not jam the channel that is being used for transmission [14].

• Directional Antennas: Directional antennas unlike omni directional antennas trans-
mit and receive data from one direction; this reduces the interference and increases
the performance of the network. Directional antennas provide better protection from
jamming and eavesdropping. Wireless ad hoc networks use two types of directional
antennas; sectored and beamforming antennas [14] . Noubir [28] proposed sectored
directional antennas for WSN.

• Channel Surfing: Channel Surfing is similar to FHSS in that both evade jamming
attack by quickly changing channels to transmit and receive data between the trans-
mitter and receiver. The difference between the two is that FHSS is on the physical
layer and needs special transceivers, where as the channel surfing is a link layer tech-
nology and can be applied to wireless nodes. The other difference is that FHSS needs
the transmitter and receiver to share an algorithm prior to sending data (as discussed
above), and this is not need in channel surfing [37].

2.4. Constraints

The major issues with using wireless network, other than being susceptible to attacks,
have a limitation on the amount of energy they can use. In case of WLAN laptop

computers have a limited battery life and need to be recharged when necessary. This



might not seem like a problem, in case of a WLAN (laptops), but, in WSN and ad hoc
networks battery power and energy are major issues. WSN and ad hoc networks are

used in places where it is hard for humans to be, and in military situations where a node
failing due lack of power or energy could prove dangerous. Researchers have fairly

recently included power constraint [7] in their models. It is also important to note that
power constraints from the attacker point of view have also been considered [7]. The

transmission cost [38] for both attacker and defender is important constraint. The
number of channels that can be used to transfer data are also limited depending on the
frequency range used (2.4GHz, 5GHz etc.). For setting up a wireless network with all

the defense capabilities involves or for an attacker to have maximum capacity involves a
lot of cost [39] and is even infeasible due to the limitations from existing technologies.

2.5. Decision Variables

Here some of the decisions the attacker and defender take to increase the damage and to
decrease the damage to the network.

2.5.1. Attacker

• Select Channel Probabilities: The jammer is successful in jamming a channel if and
only if she chooses the channel on which data is transferred. Sweep jamming [14] is a
jamming technique in which the jammer shifts its full power rapidly from channel to
another. This is effective because jam multiple channels in quickly but has a disadvan-
tage of jamming only one channel at time. It would better for the jammer to choose a
channel which has higher chances of sending data with higher probability rather than
simply wasting its power on channels with low probability of transmission.

• Jammer Location: The location of the jammer is very important, because the farther
the jammer from the nodes the less the impact or damaged caused Eq.1. Commander
et al. [8] study the problem of determining the optimal number and placement for a
set of jamming devices in order to neutralize communication on the network. This is
known as the Wireless Network Jamming Problem (WNJP).

• Jamming Power Level: Jammers like nodes in the wireless network, have restriction
on the amount of power they can use. Using the power wisely is also an important
decision that jammer have to take [40]. In a war situation, the jammer might not get
time to recharge the jammer without losing critical information or even getting caught.

2.5.2. Defender

• Select Channel Probabilities: Changing channels to evade jamming attack is effective
[37]. If the channel access probability of the jammer is known the node can choose
channels in such a way that it can avoid jamming. Without knowing the channel access
probability of the jammer, the node chooses the channel with probability to reduce the
maximum damage caused by the jammer 41.

• Transmission Power Level: The limitation on the power usage influences [40] the de-
cision of the node in the network. More the power better the range of transmission
Eq.1 and higher the SINR Eq.2, but, increases attack probability and reduces the life-
time of the node. A regulated power usage is very important for nodes in wireless
networks and is important for WSN and ad hoc networks [14].



• How to design networks: [42]The network should be designed being aware of the fact
that there is always going to be someone try to attack. Metrics should be put in place
to detect an attack even before deploying a network. Some of metrics like PDR, PSR,
and SINR are good, but not the only metrics, the network designer should also think
better metrics to detect an attack. A low PDR does not necessarily always mean that
the network is under attack, it could be a genuine case of congestion in the network.
So, good methods or more sophisticated methods should be thought and implemented.
Once the attack is detected, the nodes should be take counteractions to protect the
data and the network. Cryptographic measures should also be taken to protect against
intelligent attacks.

3. Modeling Examples

In this section we provide a few examples of models from literature for each of the
types of wireless networks discussed in section 2.

3.1. WLAN

[9] Consider a single channel access point network with one transmitter and one
jammer as shown in Figure 4. The transmitter is called Node 1 and Jammer is Node 2.
Let λ be the arrival rate of packets in the queue at node 1. Node 2 does not have any

messages or queue of its own. Assume that for each packet transmission from the
transmitter or jammer consumes one unit of energy. The objective of node 1 is to

minimize the average energy cost. The probability of node 1 transmitting p1 only if
there is a packet in the queue. The transmission is successful if the jammer does not

transmit. If node 2 transmits in the same time slot as node 1 the packet is captured by
the network (safely kept in memory) with a probability q. Assume that the node 2
transmits at a fixed probability p2 ∈ [0,1]. The service rate of node 1’s queue is :

µ(p1, p2) = p1((1− p2)+ p2q) (9)

The transmission of node 1 is successful if and only if the node 1 transmits when node 2
does not or the packet is captured with a probability q if node 2 transmits at the same

time. The model of node 1 is given as

maxp1∈[0,1]
u(p1, p2) =−

λ

µ(p1, p2)
p1

s.t. µ(p1, p2) ≥ r(λ , D) (10)

The objective is to minimize the average cost of transmission, given the cost of one
transmission is one unit energy. Eq.10 is the targeted minimum rate constraint and D is

the quality of service parameter. The objective of node 2 is to maximize the average
energy consumed by node 1 is given:



maxp2∈[0,1]
u(p1, p2) =

λ

µ(p1, p2)
p1

s.t. p2 ≤ E2 (11)

where 11 is the average energy constraint and 0 < E2 < 1. Sagduyu et al. [9] provided a
game theoretic solution and also provide a Nash Equilibrium for the above model.

Figure 4. Single Channel Access Point with one transmitter and one jammer.

3.2. WSN

[41] Given an undirected graph G = (S,E) where S is the set of sensor nodes and E is
the set of edges. Every node or sensor transmit with a power level P and has a range of

transmission R. Let Ni is the set of all neighbors of node i, and ni = |Ni| is the number of
nodes in the set Ni. Also E is the total amount of energy at each node. γ is the channel
access probability common for all nodes in the network. The transmission from node i
to node j is successful only if node i transmits and no other neighboring nodes transmit

at the same time. The probability of collision at node j is
θ0 = 1−Pr{only one or no neighbors transmit}= 1− (1− γ)n j −n jγ(1− γ)n j−1.

Jammer has energy level of Em and the transmission power. The jammer also jams the
area with a probability q within its transmission range Rm. Collision occurs at node i if

the jammer jams and at least a neighbor transmits. The probability of a collision at node
i is θ1 = 1−Pr{no neighbor transmits}−

Pr{one neighbor transmits while adversary doesnot}=
1− (1− γ)ni − (1−q)niγ(1− γ)ni−1. The average number of samples needed for

detecting jamming (refer [41] for details) is

D(q, γ) =
C

θ1log θ1
θ0
+(1−θ1)log 1−θ1

1−θ0

(12)

The average time needed for a signal after the attack is detected to propagate in the
network (refer [41] for details) is

W (q, γ) =
H

(1−q)γ(1− γ)n̄−1 (13)

where H is the number of hops needed for the signal to be delivered outside the area of
a jamming attack and n̄ is the average number of neighbors of a node along the path of
the signal. The objective function of the jammer is to maximize the total delay of the

signal to be delivered outside the area of the jamming attack.



max0<q≤1 D(q,γ)+W (q,γ)

s.t. qPm[D(q,γ)+W (q,γ)]≤ Em (14)

UmC(q,γ)≥ U0
m (15)

where 14 is the energy constraint and UmC(q,γ) and U0
m is the cumulative and the

minimum payoff for the jammer for corrupting the communication ( for details [41]).
The objective of the network is to minimize the total delay:

min0≤γ≤1 D(q,γ)+W (q,γ)

s.t. γP[D(q,γ)+W (q,γ)]≤ E (16)

UC(q,γ)≥ U0 (17)

where 16 is the energy constraint and UC(q,γ) and U0 is the cumulative and the
minimum payoff for the network for avoiding the attack ( for details [41]). Li et al. [41]

solve the above problem as an optimization problem. They also solve the problem as
minmax when there no information between the jammer and the attacker about each

others strategy.

3.3. Ad hoc

[43] Consider a mobile ad hoc network (MANET) model called the Poisson bipolar
model. Each transmitter node in the network (Operator) has a particular receiver node

and the transmitter node have infinite packets to send. Nodes in the network are
scattered in the Euclidean space according to a homogeneous Poisson point process of
intensity λ1[43]. Jammer are also has jamming nodes scattered in the Euclidean space

according to a homogeneous Poisson point process of intensity λ2. The probability that
a node transmits is q1 and the intensity of a pair of independent Poisson process for
nodes that transmit is q1λ1. Let P1 and P2 be the fixed power of transmission of the

nodes and the jammer respectively. The transmitters of the Jammer form a Poisson point
process of intensity q2λ2, where q2is the probability that the jammer transmits. Thus a

typical node gets interference from the other nodes that form a Poisson point process of
intensity q1λ1 +q2λ2. The average density of power dissipated among the nodes of the

Operator is q1λ1P1 and the let the cost of transmission of an Operator node be ρ1.
Similarly, the average energy dissipated among the nodes of the jammer is q2λ2P2 and

the cost of transmission is ρ2. The strategy of the Operator nodes is to choose q1 ∈ [0,1]
with which each of the nodes can access the channel. The strategy of the jammer is to
choose q2 ∈ [0,1] such that the transmission of the jammer is turned ON at the same

time slot as the nodes. The utility function of the nodes in the network is the density of
successful transmission considering the average cost of transmission among the nodes:

U1(q1, q2) = d(q1, q2)−ρ1q1λ1P1 (18)

The utility function of the jammer such that the density of successful transmission of
the nodes is minimized considering the average cost of transmission:



U2(q1, q2) = −d(q1, q2)−ρ2q2λ2P2 (19)

where is the density of successful transmission of the Operator nodes (refer [43] for
details)

d(q1, q2) = λ1q1 ps(q1, q2) (20)

Now the objective of the nodes in the network is to choose q∗1, such that the density of
successful transmission is maximized

q∗1 ∈ argmaxq1∈[0,1]U1(q1, q2) (21)

the objective of jammer is to choose q∗2, such that the density of successful transmission
of the nodes is minimized

q∗2 ∈ argmaxq2∈[0,1]U2(q1, q2) (22)

Hanawal and Altman [43] solve the above problem as a zero-sum game and also find a
Nash Equilibrium solution.

4. Conclusion

In this paper we provide a detailed introduction to security issues in wireless networks
with more importance to jamming attacks to the operations research community. We
provide a tutorial on the types of wireless networks, types of attacks strategies and

defense strategies for each of the attack described. Then modeling constructs like data
collection, performance metrics are also discussed. The a few modeling examples from

literature are also provided for each type of network.
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