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Abstract

Wireless networks, used extensively in military applications, are susceptible to jamming attacks. In this paper, we
study a network interdiction problem on a multi-hop multi-channel wireless network in which an attacker places
jamming devices in order to minimize the expected throughput of the network. We model this problem as a bi-level
attacker-defender mixed integer program. The objective of the attacker is to locate a limited number of jamming
devices and determine an optimal channel hopping strategy while the defenders objective is to determine an optimal
channel hopping strategy. The defender seeks to maximize the equilibrium network throughput, and the attacker seeks
to minimize it. In the defender’s problem, the attacker and defender play a Nash Equilibrium channel hopping mixed
strategy.
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1. Introduction
Military strategists are always looking for better ways to protect a communication wireless network from attacks of
terrorists. The use of air as a medium for data transfer makes wireless networks susceptible to various attacks. Of
these attacks, jamming and denial of service attacks are most commonly occurring and hence are widely studied.
The type of attack where the attacker transmit electromagnetic waves using a jamming device, so as to disrupt legiti-
mate transmission is called jamming attack (see section 3 for details). In denial of service attacks, the attacker sends
multiple data requests to the nodes in the network. This keeps the network busy continuously, preventing legitimate
transmission from being sent through the network. Wireless networks, as the name suggests, are computer or mobile
networks that send and receive data without the use of wires. The ease of installation and the added benefit of mobility
(e.g., Laptops) within the area covered, make wireless networks very popular, especially in homes [1]. Wireless net-
works are also used in military applications and disaster situations. There are three main types of wireless networks:
Wireless Local Area Network (WLAN), more commonly called Wi-Fi; Wireless Sensor Networks (WSN); and Wire-
less Ad-Hoc Networks (AHN). Wi-Fi networks are mostly found in homes, coffee shops, malls etc., while WSNs are
used for collecting data or information from places where it is difficult for the human to be physically present (e.g.,
hot deserts) [2]. AHNs are mostly used in military applications and disaster situations [3, 4] where it is not feasible
to build an infrastructure for communications. Wireless networks can also be classified as single-hop and multi-hop
networks. A network is called single-hop when the data from one node is sent directly to the other node without any
intermediate nodes. In a multi-hop network the data is sent from the source node to the destination node via one or
more intermediate nodes. This process of sending data from source to destination via intermediate nodes is called
hopping. The data is sent through a shared channel between nodes. In wireless networks, data can often be sent on
multiple channels, or bands of frequency. A wireless network can be a single-channel or a multi-channel network.

In this paper we study the wireless network jamming problem in multi-hop, multi-channel wireless networks. The
problem is solved from the attacker’s point of view to place jamming devices in such a way that the throughput of the
network is minimized. In addition to the jamming placement problem, our model also considers channel hopping, in
which the attacker and operator (defender) switch channels randomly. We provide a min-max formulation where the
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attacker tries to minimize the throughput and the operator tries to maximize the throughput. We linearize the non-
linear terms in min-max formulation and give an integer programming model for calculating the optimal throughput
of the network. Numerical experiments of different problem instances are solved using CPLEX solver and the results
are reported. The results clearly show the damage jamming attacks can cause to mission critical wireless networks by
reducing the throughput of the network.

The rest of the paper is organized as follows: in Section 2 a brief literature review is provided. In Section 3.1 we
describe the problem and a mathematical model is provided in 3.2. Section 4 and Section 5 gives the solution and the
numerical experiments. A conclusion is provided in Section 6 in the end.

2. Literature Review
The jamming problem has been studied widely in many wireless network settings, including wireless LAN networks
[5–7], sensor networks [8, 9], and multihop networks [10, 11]. Other general wireless networks have also received
their fair share of attention [12–16].

Commander et. al [17] studied the problem of determining the optimal number and placement of a set of jamming
devices in order to neutralize communication of the network. This is known as the Wireless Network Jamming Problem
(WNJP). The jamming devices were assumed to have omni-directional antennas. The communication nodes are also
assumed to be outfitted with omni-directional antennas and function as both receivers and transmitters. An undirected
edge connects two nodes if they are within a certain communication threshold. The jamming effectiveness of a device
depends on the power of its electromagnetic emission, which is assumed to be inversely proportional to the squared
distance from the jamming device to the node being jammed. The authors provide an integer programming model for
finding a minimum number of jamming devices needed to meet a certain threshold on the area that can be jammed.

For a system which has multiple channels, the interactions of the transmitter and jamming device is formulated as a
game of transmitting randomly over multiple channels [18]. The jamming problem was studied by [19] as an intrusion
detection problem. The problem of multi-hop networks with packet forwarding was studied in [10] and [11]. Zorzi
et.al [20] and [21] studied jamming problems and showed that a successful transmission by a transmitter depends on
the probabilities of choosing the channel via probabilistic capture model.

To the best of our knowledge the WNJP has not been studied in wireless multi-hop, muti-channel networks. In this
paper we formulate the WNJP as a network interdiction problem, using directional antennas instead of the omni-
directional antennas used in Commander et. al [17]. We also model random channel selection for both the jammer and
the operator.

3. Problem Description and Mathematical Model
Before we describe the problem, we will define some of the important terms needed to better understand the problem:

• Jamming Attacks: The act of deliberately transmitting electromagnetic waves to a wireless network with the
intention of disrupting or forestalling the legitimate transmission of the network is called a jamming attack.
The word "jammer" is used to denote a device or an adversary with a device emitting electromagnetic waves to
disrupt the network. In WSN and AHN the jammer disrupts the legitimate transmission by using the same radio
frequency or the same channel that the legitimate nodes in the network use. Since WSN and AHN are mostly
used in military applications and disaster situations where the data or information is critical, jamming attacks
can prove to be a serious threat. The higher the power of the jammer, the greater the damage to the network.
However, there is a maximum limit on how much power the jammer can use.

• Constant Jammer: In this paper we study multi-hop wireless networks like AHN and WSN under the attack of
a constant jammer. A constant jammer is a type of jammer which continuously emits electromagnetic waves or
random sequences of bits through the channel. If the channel on which the jammer transmits is same as that of
the nodes in the network, the channel is jammed, reducing the throughput on that channel.

• Channel Hopping: The attacker and operator choose channels with a particular probability to disrupt the net-
work and to evade the jamming attack respectively. Once a channel is chosen all the power of the jammer is
used on that channel to disallow the legitimate flow of data through that channel. The operator tries to change
the channels to evade jamming and this technique has proved to be effective [22]. In this paper we assume that
the jammer and operator do not have information about each other’s channel access probabilities as in [8]. In
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such a case, when there is no channel access information, the operator and jammer choose each channel with
the same probability to reduce maximum damage and to cause maximum damage, respectively [8].

• Directional Antennas: Directional antennas used in wireless networks transmit and receive signal only from
one direction. Noubir [23] proposed the use of directional antennas in AHN to reduce the effect of jamming
attacks. The other more commonly used antennas in the literature are the omni-directional antennas. Unlike
directional antennas, omni-directional antennas transmit and receive data from all directions. So, the use of
directional antennas reduce interference from other concurrent transmission around it because it only transmits
and receives in the direction of the other node. In this paper we assume that the nodes in the network use
directional antennas. In other words, each node has as many directional antennas as the number of other nodes
it is communicating with. This assumption of the operator using directional antennas is justifiable because in
military applications, the position and direction of nodes (e.g. laptop, cell phone) is planned ahead of time. On
the other hand, we assume that the jammer uses omni-directional antennas to maximize the range of damage it
can cause. For a jammer to jam communication between two nodes using directional antennas, the jammer has
to be located exactly in the direction of the receiving or transmitting directional antenna of the node.

• Signal to Interference plus Noise Ratio (SINR): Signal to interference plus noise ratio is defined as the ratio
of the power of the signal of interest to the power of the interference from all other signals including the power
from all the other nodes in the network transmitting, the power of the jammer transmitting and the white noise
in the network. The higher the value of SINR the better the quality of the signal received and hence the operator
would like to increase the, SINR. The jammer on the other hand will try to increase the interference, thereby
decreasing the SINR and hence disrupting the network.

• Throughput: In computer networks throughput is defined as the average rate of successfully transmitting data
over a channel used in communication. The throughput is measured in bits/sec.

3.1 Problem Description
In wireless multi-hop networks, the data travels from the source node to the destination via multiple intermediate
nodes. The jammer places the devices in locations such that the entire networks is rendered useless. Figure 1 shows
a wireless multi-hop, multi-channel network with six nodes; with node 1 as the source, and 6 the destination, and all
other nodes as intermediate nodes. The main purpose of the intermediate nodes is to relay data sent from the source
to the destination without sending data of their own. The figure shows three channels denoted by solid, dotted and
dashed lines each of different frequency 2.41 GHz, 2.42 GHz, and 2.40 GHz respectively. The triangles on arcs (1,2)
and (1,4) represents the location of jamming devices. We assume that all nodes use directional antennas and hence the
jamming devices have to be placed in the direction of transmission from node 1 to node 2. We assume that there is no
concurrent transmission from the other nodes in the network, i.e., there is only one source node and one destination
node. It can be seen that jamming the arcs going out of the source node or jamming the arcs going into the destination
node will jam the entire network. The objective of the jammer is to place the jamming devices on the arcs such that
throughput of the network is minimized. The objective of the operator is to maximize the throughput of the network.
We assume that jammer can place the jamming device at midpoint of the arc between two nodes. There is also a
limit on the number of jamming devices that are available. The operator and jammer play a zero-sum simultaneous
channel hopping game, and at equilibrium both select a channel with equal probability, i.e., in Figure 1 the probability
of the operator selecting a channel is 1

k = 1
3 , where k is the number of channels. The channel hopping probability

helps the operator to still use the network for transmitting data by choosing a channel different from the one used
by the jammer. The operator uses channel hopping only for the arcs under jamming attack. The jammer and the
operator can transmit data only on one channel at any given time. We assume that the attacker and the operator do not
know each other’s channel hopping probabilities, thus, the channel hopping can be modeled as a simultaneous game in
choosing channels. The mixed strategy Nash Equilibrium of the game is that both the jammer and the operator select
channels with equal probabilities. So the probability for each player to choose a channel in Figure 1 is 1

3 . A game
theorist typically uses a set of elements, along with a solution to deduce a set of equilibrium strategies for each player
such that, when these strategies are employed, no player can profit by unilaterally deviating from their strategy, this
equilibrium is known as Nash equilibrium [24]. The probability of the operator and the jammer choosing a channel
are independent, and hence the probability of a channel being jammed is 1

32 and the probability of a channel not being
jammed is 1− 1

32 = 8
9 .
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Figure 1: Example of jamming in a network.

3.2 Mathematical Model
The objective of the operator is to maximize the throughput of the network and the objective of the jammer is to
minimize the throughput of the network. Wood [25] proposed a network interdiction problem for the flow of drugs
in the South America. They provide a min−max formulation in which the enemy tries to maximize the flow and
the drugs while the interdictor tries to minimize the flow by interdicting the drugs flow. In this paper the jammer
tries to interdict and minimize the flow of the legitimate data by placing jamming devices in the network while the
military or operator tries to maximize the flow by channel hopping. We present a min−max formulation. Given a
directed graph G = (V, A), the data from the source node s flows to the sink node d via intermediate nodes. The data
is sent using electromagnetic waves via air from one node to another. The binary data consisting of ones and zeros
are converted to electromagnetic waves and transmitted using a directional antenna, in the direction of the next node.
Electromagnetic waves attenuate in free space at a rate 1

t2
i j

, where ti j, is the distance between nodes i and j in the

network. The electromagnetic waves from the jamming device ℓ and node j also attenuates in free space with the rate
1

t2
ℓ j

, where tℓ j, is the distance between jamming device ℓ and node j in the network. The power pi j is the power of node

i received at node j and is given by:

pi j =
λ
t2
i j

(1)

where λ ∈ R is a proportionality constant; and without loss of generality, we set λ = 1. The power pℓ j between
jamming device ℓ and node j can be calculated using Equation (1) by replacing i with ℓ. The SINR for a given channel
is given by :

SINRi j =
pi j

I j + v
(2)

where I j is the total interference from all other concurrent transmissions from the jamming device ℓ received at node
j and is given by

I j = ∑
ℓ, j∈A

pℓ j (3)

v is the white noise in the channel. The throughput of the channel used in communication is given by the Shannon’s
rate [16]:

Ci j = B(log(1+SINRi j)) (4)
where C is the maximum theoretical throughput of the channel and B is the bandwidth of the channel measured in
Hertz. In the presence of a jammer, the throughput decreases because jammer increases the noise. We assume that
the bandwidth B = 1 Hertz. We fixed the power values for the signal and the interference from the jammer at 5 Watts
each. The values of v is fixed to be a very small value close to zero. Let ui j be the throughput of a non-jammed
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channel (i, j) ∈ A between nodes i and j as is calculated using Equation (4) with I j=0. Let wi j be the throughput of
the jammed the channel (i, j), and is calculated using Equation (4) with I j given by Equation (3). Here, i, j ∈ V and
i, j = 1,2,3, ....m, m is the total number of nodes in the network. Let qi j be the expected throughput of a channel
between (i, j), given arc (i, j) is not jammed. There is no channel hopping when there the arc is not jammed and
hence qi j=ui j. Let vi j be the expected throughput of an arc between (i, j) given arc (i, j) is jammed. Let si j=kui j be
expected throughput of the arc between (i, j). The expected throughput vi j for a mixed strategy Nash Equilibrium
channel hopping game between the operator and attacker is given by vi j = (1 - 1

k2 )ui j +
1
k2 wi j, where k is the number

of channels. The min−max mathematical model is shown in Model1.

Model 1:

min
γ

max
x

xds (5)

s.t. ∑ j xs j −∑ j x js − xds = 0 (6)

∑ j xi j −∑ j x ji = 0 ∀i ∈V\{s,d} (7)

∑ j xd j −∑ j x jd + xds = 0 (8)
xi j − si j(1− γi j)− vi jγi j ≤ 0 ∀(i, j) ∈ A (9)

∑(i, j)∈A γi j ≤ n (10)
xi j ≥ 0 ∀(i, j) ∈ A ∪{(d,s)} (11)
γi j ∈ {0,1} ∀(i, j) ∈ A (12)

where xi j is the flow on the arc (i, j) and γi j is 1 if a jammer is located on arc (i, j) and 0 otherwise. The objective
function is to minimize the expected throughput of the network from the attackers perspective, and maximize the
throughput from the operator’s perspective. The internal max problem is the max flow problem objective. In the
classic max flow problem, the objective is to maximize the flow possible through a capacitated graph. This can be
thought of as the objective of the operator, to flow maximum data in the capacitated graph. Equations (6-8) are the
flow balance constraints of the max flow problem. Let αs, αd and α j ( j ̸= s,d) be the dual variables associated with
Equations (6-8), respectively. We assume that the attacker has a limited number of jamming devices denoted as n
in Equation (10). Let θi j be the dual variable associated with Equation (9), (i, j) ∈ A. We can write the dual of the
internal maxflow problem as shown in Model2.

Model 2:

min
γ

min
α,θ

∑(i, j)∈A si j(1− γi j)θi j − vi jγi jθi j (13)

s.t. αi −α j +θi j ≥ 0 ∀(i, j) ∈ A (14)
−αs +αd ≥ 1 (15)

∑(i, j)∈A γi j ≤ n (16)
αi ∈ {0,1} ∀i ∈V (17)
θi j ∈ {0,1} ∀(i, j) ∈ A (18)

Equation (13) in Model2 has a non linear term γi jθi j, we linearize this equation by replacing βi j = γi jθi j and adding
related constraints to the model. Model3 shown below is the linearized form of Model2:
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Model 3:

min ∑(i, j)∈A si jθi j − si jβi j − vi jβi j (19)
s.t. αi −α j +θi j ≥ 0 ∀(i, j) ∈ A (20)

−αs +αd ≥ 1 (21)
βi j ≤ γi j (22)
βi j ≤ θi j (23)
βi j ≥ θi j + γi j −1 (24)

∑(i, j)∈A γi j ≤ n (25)
αi ∈ {0,1} ∀i ∈V (26)

θi j,βi j,γi j ∈ {0,1} ∀(i, j) ∈ A (27)
Equation (25) sets the upper limit on the number of jamming devices that can be placed in the network. Equations
(21-23) are the linearization constraints.

4. Solution Approach
In this section we discuss the solution methodology. Consider a graph with one source node, one destination and nine
other intermediate nodes as shown in Figure 2. This graph is the optimal solution obtained by solving Model3 using a
commercial solver CPLEX for a graph with 9 intermediate nodes, 2 jammers, 3 arcs and 3 channels. The source node
has three arcs (0,1), (0,2), (0,3) connecting to nodes 1, 2, and 3. We assume that there are three channels between
every node pair. The attacker can place a maximum of two jammers in the network to minimize the throughput. The
operator and the attacker strategies are modeled as a mixed strategy Nash Equilibrium channel hopping sequential
zero sum game. The operator and attacker both use their Nash equilibrium channel hopping probabilities of 1

k = 1
3 . We

assume that the jammer and the nodes in the network transmit with a power of 5 Watts. The signal to interference
noise ratio is given by Equation (2). The numerator is the signal strength (i.e., 5 Watts), while the denominator is
the interference caused by the jammer placed in the direction of the signal being sent from one node to another is
also 5 Watts. In the absence of jamming, the denominator value of the jammer power is zero. The value of the noise
that exists in the channel in the presence and absence of a jammer is a very small close to zero. The throughput of a
channel can be calculated by Equation (4). The operator’s objective is to maximize the throughput of the network and
the jammer objective to minimize the throughput are considered by Model3. If there are multiple arcs going out of a
node, even if the jammer is placed on one arc, the data is transferred through the other arc. Using multiple channels
allow the operator to reduce the effect of jamming attack by choosing a different channel (see channel hopping above).
The optimal solution for a jammer is to jam either the arcs going out of the source or the arcs going in to the destination
node to cause maximum damage by reducing the throughput. From optimal solution shown in Figure 2, the jammer
places the jamming devices on the arcs (0,1) and (0,2) and is denoted by dotted lines. But since the network has a
node degree of three , the throughput of the network is not reduced greatly as the operator can use the other arc (0,3)
(denoted by a solid line to show non jammed arc) arc to send data.
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Figure 2: Jamming in a network of 9 intermediate node.

5. Numerical Experiments
In order to demonstrate the advantages of the proposed model (Model3) to solve the network interdiction of wireless
networks, we provide some case studies. The experiments were performed on a computer with a 2.5 GHz Intel i7
processor with 8 Gb RAM, Microsoft Windows 7 operating system. The problems are solved using a commercial
solver CPLEX 12.5. We assume that the strategists can locate nodes randomly in a given area.We generate random
graphs of 3, 4, and 9 intermediate nodes. Random graph topology can be justified by the fact that in military applica-
tions, the military strategist (operators) do not have well established infrastructure to locate the wireless devices, for
communication. The operator has to locate wireless devices in feasible areas. The source node and destination node
have fixed locations and the other intermediate node locations are generated randomly. For example, in the case where
there are 9 intermediate nodes in the network, the source node is located at coordinate (0,0) and the destination node
at coordinate (10,10), the rest of intermediate nodes are randomly located at coordinates in the area divided into a grid
of 10 x10. Five replications for each of the problem instances were run and the average throughput of the five runs is
reported. The running time of all the experiments are less than 1 sec and hence are not reported. Table 1, Table 2, and
Table 3 show the optimal solution for 3, 5 and 9 intermediate nodes with different values of jammers, channels, and
the node degree. The number of jammers are always strictly less than number of arcs from each node, this is to make
sure that the jammers are not placed on all the nodes going out of the source node which otherwise would make the
problem trivial.
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Table 1: 3 Intermediate Nodes

No. Intermediate Nodes No. Jammers Arcs from each node No. Channels Average of 5 Replications
3 1 2 1 161.47
3 1 2 2 279.85
3 1 2 3 301.96
3 1 3 1 321.08
3 1 3 2 437.93
3 1 3 3 461.05
3 2 3 1 162.89
3 2 3 2 399.27
3 2 3 3 442.47

Table 2: 5 Intermediate Nodes

No. Intermediate Nodes No. Jammers Arcs from each node No. Channels Average of 5 Replications
5 1 2 1 162.92
5 1 2 2 279.37
5 1 2 3 300.47
5 1 3 1 317.67
5 1 3 2 437.07
5 1 3 3 459.59
5 2 3 1 161.21
5 2 3 2 398.41
5 2 3 3 441.33

Table 3: 9 Intermediate Nodes

No. Intermediate Nodes No. Jammers Arcs from each node No. Channels Average of 5 Replications
9 1 2 1 158.22
9 1 2 2 277.76
9 1 2 3 299.92
9 1 3 1 317.22
9 1 3 2 436.31
9 1 3 3 460.17
9 2 3 1 159.13
9 2 3 2 394.07
9 2 3 3 438.48

From the experimental results shown above, it is clear that as the number of arc out of a node increase, the throughput
of the network also increases and this is intuitive because more arcs provide alternate paths for the the maxflow
problem. We can also see that as the number of channels increases the throughput also increases, this result is also
intuitive because as the number of channels increase, the probability of jamming the channel which the nodes uses
to transmit data is reduced. It is also observed that irrespective of the number of intermediate nodes (3,5,9) if the
number of jammers increase the throughput of the network reduces. For example in the case of 9 intermediate nodes
with no jamming attack, 3 arcs, and 3 channels the throughput of the network is 474.79 bits/sec. The throughput for
the problem instance with 9 intermediate nodes, 1 jammer, 3 arcs, and 3 channels is 460.17 bits/sec, i.e., the reduction
in throughput of the network is about 4%. The throughput for 9 intermediate nodes, 2 jammers, 3 arcs, and 3 channels
(see Table 3), obtained by solving Model3, is 438.48 bits/sec. From this it is clear by having two jammer in place, the
attacker can reduce the throughput of the network by 7%. In military and disaster situations where data transferred is
very important reduction in throughput can be critical and prove to be dangerous.
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6. Conclusion
In this paper, we model a jamming problem as a network interdiction problem with the aim of locating jamming
devices in a way such that the throughput of the network is minimized from the jammer perspective. The operator’s
objective is to maximize the throughput of the network by changing the channels to send data. We model this as an
attacker-operator mixed strategy Nash Equilibrium channel hopping game. We see that with the increase in the number
of channels, the throughput of the network increases, but if the number of jamming devices increase the attacker can
reduce the throughput considerably. In the future work, we will consider the effect of having different power levels
of transmission by the attacker and the jammer rather than the constant values as considered in this work. We will
also develop better techniques for the operator to evade jamming and increase the throughput of the network in the
presence of jamming. We will also provide efficient heuristics to solve problems with larger networks.
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